31. GIAI PHAP-TESTING - Task #1400

Task # 1396 (Closed): Setup cluster elasticsearch trén DC

Setup server pfsense
26-12-2024 17:26 - Minh Pham

Trang thai: Closed Bat dau: 13-01-2025

Muc uu tién: Normal Hét han: 20-01-2025

Phan coéng cho: Minh Pham Tién do: 0%

Chu dé: Thoi gian uéc 0:00 gio
luong:

Phién ban: Thoi gian: 0:00 gio

M6 ta

Muc tiéu : Chuyén déi firewall fortigate to server pfsense

Nat loadblacing cac server elk to pfsense

Routing tu server pfsense

10.16.6.11/24 <-> 10.16.1.121 (ssh tU vm remote vao server elasticflow )
10.16.6.19/24 <-> 10.2.8.11 ( nhan traffic sflow tir switch core )

Két qua thuc hién:

Da setup xong firewall pfsense
&« C O G hitps,//42.117.4.234:3443 <5 0 & =

Rlisense

COMMUNITY EDITION

Status / Dashboard + @
System Information 00 Netgate Services And Support (- X x]
Name pfSense.home.arpa
Contracttype Commur
User admin(@118.69.52.166 (Local Database) Community
System VMware Virtual Machine

HetqatelDaviceli789datod7al3aac19 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

Release Date: Wed Dec 12 2018 If you purchased your pfSense gateway firewall appliance from Netgate and

elected Community Suppert at the point of sale or installed pfSense on your own
Version 2.7.0-RELEASE (amdb4) hardware, you have access to various community support resources. This includes
built on Wed Jun 28 03:53:34 UTC 2023 the NETGATE RESOURCE LIBRARY .

FreeBSD 14.0-CURRENT
ree You also may upgrade to a Netgate Global Technical Assistance Center (TAC)

Support subscription. We're always on! Our team is staffed 24x7x365 and
committed to delivering enterprise-class, worldwide support at a price point that is

The system is on the latest v Iy

Version information updated at Mon Dec 30 9:58:29 +07 2024

I | more than competitive when compared to others in our space.
=’
« Upgrade Your Support + Community Support Resources
CPU Type Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60GHz
4 CPUs: 2 package(s) x 2 core(s) « Netgate Global Support FAQ « Official pfSense Training by Netgate

AES-NI CPU Crypto: Yes (inactive)

« Netgate Professional Services « Visit Netgate.com
QAT Crypto: No

Hardware crypto Inactive

If you decide to purchase a Netgate Global TAC Support subscription, you

MUST have your Netgate Device ID (NDI) from your firewall in order to

MDS Mitigation Inactive validate support for this unit. Write down your NDI and store it in a safe place.
You can purchase TAC supporis here.

Kernel PTI Enabled

Uptime 3 Days 19 Hours 49 Minutes 03 Seconds

Fe
Current date/time  Mon Dec 30 10:00:48 +07 2024 =~
DNS server(s) « 8888 Interfaces ’ ° 0

=110  WAN A autoselect 42.117.4.234

Last config Fri Dec 27 14:18:09 +07 2024 .,_:_; MGTELK A autoselect 10.16.6.1
change
State table size S0 DATAELK A~ autoselect 10.16.7.1

Da thoéng cac range
10.16.6.11/24 <-> 10.16.1.121 (ssh tU vm remote vao server elasticflow )
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10.16.6.19/24 <-> 10.2.8.11 ( nhan traffic sflow ttr switch core )

UNITY EDITION

Diagnostics / Ping

Hostname

IP Protocol

Source address

Maximum number of
pings

Seconds between pings

10.16.1.121

IPv4

Automatically selected (default)

Select source address for the ping

3

Select the maximum number of pings.

1

VEN ~

Select the number of seconds to wait between pings.

PING 10.16.1.121 (10.16.1.121): 56 data bytes

64 bytes from 18.16.1.121: icmp_seq=8 ttl=126 time=8.532 ms
64 bytes from 18.16.1.121: icmp_seq=1 ttl=126 time=8.517 ms
64 bytes from 18.16.1.121: icmp_seq=2 ttl=126 time=8.564 ms

--- 18.16.1.121 ping statistics ---
3 packets transmitted, 3 packets received, @.8% packet loss
round-trip min/avg/max/stddev = 8.517/8.538/8.564/8.819 ms

sense ) av VPN ~

UNITY EQITION

Diagnostics / Ping (2]

Hostname f10.2.8.1
IP Protocol IPv4 v

Source address Automatically selected (default) v

Select source address for the ping

Maximum number of 3 )

ings
ping Select the maximum number of pings

Seconds between pings 1 v

Select the number of seconds to wait between pings.

PING 106.2.8.1 (10.2.8.1): 56 data bytes

64 bytes from 18.2.8.1: icmp_seq=8 ttl=64 time=1.143 ms
64 bytes from 1@8.2.8.1: icmp_seq=1 ttl=64 time=8.788 ms
64 bytes from 18.2.8.1: icmp_seq=2 ttl-64 time=1.616 ms

--- 1@.2.8.1 ping statistics ---
3 packets transmitted, 3 packets received, 8.8% packet loss
round-trip min/avg/max/stddev = @.788/1.156/1.616/8.371 ms

Nat dugc port forward 1:1
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« C Q & hitpsyy

").refreshinten

app/discovers

ers:l().query:(language:kuery,que

elastic

= . Discover -~ Options New  Open  Share Inspect [5) Save

[5] ~ Search KaL @ v~  Last 15 minutes Show dates

@ + Add filter

elastiflow-* =a = 265,472 hits & Chart options

Q) Seareh field names

T,

 Available fields 171 04700 0D:48:00 200 095000 09100 095200 0S5I00 085400 095500 O956:00 OHSF00 095800 095900 10:00:00 10:01:00 10:02:00
t|_id Dec 30, 2024 @ 09:47:25.404 - Dec 30, 2024 @ 10:02:25.404
t _index Time . Document
# _score
2 Dec 38, 2624 @ 10:82:14.888  gtimestamp: Dec 36, 2624 @ 18:82:14.880 agent.type: elastiflow-flow-collector
t] type agent.version: 5.6.1 as.label: PUBLIC client.as.number: @
@timestamp client.as.organization.name: PUBLIC client.domain: 113.23.55.154 client.ip: 113.23.55.154

client.mac: ©8:88:5e:88:81:01 client.port: 29,978 destination.as.number: 8

-

agent.type
destination.as.organization.name: PUBLIC destination.domain: 113.23.55.154

-

agent.version

t | arp.dst.hw.addr 2 Dec 38, 2624 @ 10:82:14.888  gtimestamp: Dec 36, 2624 @ 18:82:14.880 agent.type: elastiflow-flow-collector
arp.dst.proto.ip.addr agent.version: 5.6.1 as.label: PRIVATE client.as.number:
client.as.organization.name: PRIVATE client.domain: 18.2.34.49 client.ip: 16.2.34.49
t arp.hw.type.name
client.mac: ©8:58:56:63:3F:26 client.port: 981 destination.as.number: 8
t arp.op.name
p.cp destipation.as.organization.name: PRIVATE destination.domain: 16.8.16.21
t  arp.proto.type.name
> Dec 38, 2024 @ 10:02:14.006 g@timestamp: Dec 38, 2624 @ 10:82:14.868 agent.type: elastiflow-flow-collector
t arp.src.hw.addr
agent.version: 5.6.1 as.label: PUBLIC client.as.number: 8
PEEEERIDEERT client.as.organization.name: PUBLIC client.domain: 118.78.171.97 client.ip: 118.78.171.97
t  as.label client.mac: @8:@0:5¢:80:81:01 client.port: 57,987 destination.as.number: @
# client.as.number destination.as.organization.name: PUBLIC destination.domain: 118.78.171.97
)l cllsnt.3s.organizatian.name > Dec 38, 2824 @ 10:02:14.088 gtimestamp: Dec 36, 2024 @ 10:82:14.888 agent.type: elastiflow-flow-collector
t client.domain agent.version: 5.6.1 as.label: PUBLIC client.as.number: @

Nhung chua nat dugc loadblacing trén firewall pfsense, dang tim cach xu ly

Cai dat test firewall opnsense trén lab

Théng tin server opnsense
https://192.168.70.174:10443
User : root

Pass: 123456

Cau hinh HA proxy trén firewall opnsense
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https://192.168.70.174:10443

root@OPNsense.localdomain

L Lobby R L.
- Revort Services: HAProxy: Statistics
eporting
= System y
& Qverview Status Counters Stick Tables
Interfaces
& Firewall Q | Search 25 =~
@ VPN
o Services Proxy Server Status Last Change Weight Active Downtime
Captive Portal 4 local FRONTEND OPEN
DHCRelay @ public-elk FRONTEND OPEN
Dnsmasq DNS ® device device DOWN 574473 1 1 574473
HAProxy - device devicel upP 380422 1 1 538
Seftings device BACKEND up 380422 1 1 538
Stalistics backend-elk elk-master2 upP 380422 1 1 538
Maintenance backend-elk elk-master3 uP 380422 1 1 538
Log File backend-elk BACKEND up 380422 2 2 538
Config Export
Intrusion Detection U
. ) N Showing 1to @ of 9 entries
ISC DHCP4 @
ISC DHCPVE @
Refresh
Kea DHCP [new] @ elreshins
Monit -
Network Time
OpenDNS »
Unbound DNS »
& Power
& Help

root@OPNsense.localdomain

O Lobby . L.
o Renort Services: HAProxy: Statistics
eporting
= System
" Overview Status Counters Stick Tables
Interfaces I
$ Firewall Q | Search 10~
@ VPN
& Services Bav S... Que Max L... S... Max L... S... Max L... T... B... QOut D... R... E... C... R... War R...
Captive Portal 4 pu... FRO... 0 1 0 0 1 58348 1 970 926 0 1] 0
DHCRelay @ local FRO... 1] 1 0 0 1 58348 5 5150 3986 O 0 0
Dnsmasq DNS » de... device 0 0 0 0 0 1] 0 0 1] 0 0 1] 0 0
HAProxy - de... devi... 0 0 0 2 0 1 8 5150 3986 0 0 1] 0 0
Seftings de... BAC... 0 0 0 2 0 1 5835 8 5150 3986 O 1] 0 0 0 1]
Statistics ba... elk... 0 0 0 2 0 1 2 970 926 0 0 0 0 0
Maintenance ba... elk... 0 0 0 0 0 1] 0 0 1] 0 0 1] 0 0
Log File ba... BAC... 0 0 0 2 0 1 5835 2 a70 926 0 0 0 1] 0 0
Config Export
Intrusion Detection U
. s N Showing 1to 9 of 9 entries
1SC DHCPv4 @
ISC DHCPVE ®
Refresh &
Kea DHCP [new] @ eiresh &
Manit L
Network Time
OpenDNS L 3
Unbound DNS -
& Power
& Help
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Céc buédc chuyén déi firewall pfsense sang firewall opnsense

Upload file OS lén vcenter

Cai dat server opnsense

Add mac address 00:50:56:b4:dc:f7 vao nic WAN trén vcenter
C&u hinh IP WAN, IP LAN, LANRoute

Update firewall opnsense 1&én ver 24.7.11_2 mgi nhat

Cai dat plugin HA proxy

e Cau hinh HA Proxy

e Off server pfsense

Luoc su

#1 - 26-12-2024 17:28 - Minh Pham

- M6 td cdp nhét

#2 - 30-12-2024 10:03 - Minh Pham

- Tép tin clipboard-202412301001-hgv5e.png dugc thém
- Tép tin clipboard-202412301001-dtds9.png dugc thém
- Tép tin clipboard-202412301002-sxowh.png dugc thém
- Tap tin clipboard-202412301002-j1s3r.png dugc thém

- M6 td cdp nhét

#3 - 30-12-2024 10:03 - Minh Pham
- M6 td cdp nhét

#4 - 13-01-2025 08:57 - Minh Pham
- Hét han thay déi tir 31-12-2024 ti 20-01-2025
- Bat dau thay d6i tir 26-12-2024 t6i 13-01-2025

#5 - 13-01-2025 09:00 - Minh Pham
- Tép tin clipboard-202501130900-Ig2fw.png dugc thém
- Tép tin clipboard-202501130900-n4kzn.png dugc thém

- M6 td cdp nhét

#6 - 15-01-2025 09:46 - Minh Pham

- M6 td cdp nhét

#7 - 17-01-2025 10:58 - Minh Pham
- Trang théi thay ddi tir In Progress téi Closed

Tap tin

clipboard-202412301001-hgv5e.png 152 KB 30-12-2024 Minh Pham
clipboard-202412301001-dtds9.png 65,6 KB 30-12-2024 Minh Pham
clipboard-202412301002-sxowh.png 66,1 KB 30-12-2024 Minh Pham
clipboard-202412301002-j1s3r.png 172 KB 30-12-2024 Minh Pham
clipboard-202501130900-Ig2fw.png 63,6 KB 13-01-2025 Minh Pham
clipboard-202501130900-n4kzn.png 64,4 KB 13-01-2025 Minh Pham
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