14. CMC-Q7-HCM - Task #130

Muc Tiéu # 116 (New): Qui Hoach Site CMC-Tan Thuan-HCM
Feature # 117 (Closed): Trién khai Pool S3 CMC Tan Thuén

Strestest S3 DDOS

06-11-2023 10:40 - Ru Nguyén

Trang thai: Closed Bat dau: 06-11-2023

Muc uu tién: Normal Hét han: 10-11-2023

Phan céng cho: Tung Nguyén Tién do: 100%

Chu dé: Thoi gian uéc 0:00 gio
luong:

Phién ban: Thoi gian: 0:00 gio

Mo ta

Muc Tiéu:

Ki€m tra mic dé dap ng cla S3 gateway ( s6 lugng truy cap).
Céc thong sé can theo ddi trudce va trong khi stress test:

e RAM, CPU, network Trudc va sau khi enable filter trén NGINX. ======
1. S dung module rate limit dé limit s6 lugng request cta 1 IP: 100r/s
2. S dung module limit connect, dé€ limit s6 lugng connection cta 1 IP: 20¢/IP
3. Cai dat ModSecurity WAF cho nginx d€ chéng DDOS

Link két qua test

https://docs.google.com/spreadsheets/d/1pGO0wn9Stg 3RKpjlpUg2nr
SQEPRLeZ|3n-8kdAL]g0/edit?usp=sharing

Cong cu test https://redstresser.org/login
user/pass: zinzin/Yr!zLAW2C.#:A%_

Lugc su

#1 - 06-11-2023 10:51 - Ru Nguyén
- Chu dé thay déi tir Strestest Truy Cap S3 t6i Strestest S3 DDOS

#2 - 07-11-2023 05:44 - Ru Nguyén
- Phén céng cho gén cho Tung Nguyén

- Phién ban gan cho 6

#3 - 07-11-2023 17:02 - Tung Nguyén
- lién quan Feature #162: Test Nginx WAF chéng DDoS layer 7 dugc thém

#4 - 08-11-2023 10:10 - Tung Nguyén

- M6 td cdp nhéat

#5 - 08-11-2023 10:11 - Tung Nguyén

- Hét han géan cho 11-10-2023

- Bat dau thay doi tir 06-11-2023 t6i 11-06-2023
- Tién dé thay ddi tir 0 t&i 50

#6 - 08-11-2023 10:11 - Tung Nguyén
- Hét han thay déi tir 11-10-2023 t6i 10-11-2023
- Bat d3u thay ddi tir 11-06-2023 t6i 06-11-2023
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https://docs.google.com/spreadsheets/d/1pGO0wn9Stg_3RKpjIpUq2nrsQEPRLeZl3n-8kdALJq0/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1pGO0wn9Stg_3RKpjIpUq2nrsQEPRLeZl3n-8kdALJq0/edit?usp=sharing
https://redstresser.org/login

#7 - 08-11-2023 16:29 - Tung Nguyén

- M6 ta cdp nhéat

#8 - 14-11-2023 06:32 - Tung Nguyén

- M6 ta cdp nhéat

#9 - 14-11-2023 06:33 - Tung Nguyén
- Tién dé thay déi tir 50 téi 100

#10 - 14-11-2023 06:44 - Tung Nguyén
- Phién ban thay déi tir 6 téi 5
#11 - 14-11-2023 06:44 - Tung Nguyén

- Phién ban thay déi tir 5 t6i 6

#12 - 14-11-2023 10:25 - Ru Nguyén
- Ki€éu van dé thay ddi tir Task téi 9
- Trang thai thay ddi tir New téi Closed

#13 - 14-11-2023 10:54 - Ru Nguyén
- Kiéu van dé thay doéi tir 9 téi Task
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