31. GIAI PHAP-TESTING - Task #1118
Task # 1004 (Closed): Setup plugin netbox-secrets

Phan quyén user trén netbox
26-08-2024 12:38 - Minh Pham

Trang thai: Closed Bat dau: 26-08-2024

Muc uu tién: Normal Hét han: 15-09-2024

Phan coéng cho: Minh Pham Tién do: 0%

Chu dé: Thoi gian uéc 0:00 gio
luong:

Phién ban: Thoi gian: 0:00 gio

M6 ta

Muc tiéu : Phan quyén user trén netbox
Két qua thuc hién :

Théng tin server :
IP:192.168.69.136
User : administrator
Pass : Vzhu297409KB

* Phan quyén user trong site id 5 va 12

&« & O 1_03 https://192.168.69.136/users/permissions/d/edit/ w o Q =

™ administrator
© | Admin

T T g T T S TR D S S T T T T Sy

Objects

DCIM > Cable Path

DCIM > Cable Termination

DCIM > Console Port

DCIM > Console Port Template

DCIM > Console Server Port

DCIM > Console Server Port Template
DCIM > Device

Object types”

Virtualization
Assignment

Circuits

Groups
Power
Provisioning Users minh  x
ustomization

Constraints

Constraints [{"site__id__in": [5, 12]}]

Plugins

Admin

APl Tokens 4
JSON expression of a queryset filter that will return only permitted objects. Leave null to match a
objects of this type. A list of multiple objects will result in a logical OR operation

System | Cancel | Save

Permissions

Eaed O s 2024-09-00 04:39:13UTC - netbox? (v4.0.9)

02-04-2025 1/6




192.168.69.13

Devices

Filters

Results [EJ)

NAME

Dell-R620

Dell X523-TY3 4 Node

EX4500.01_B2 DC4
EX4500.02 B2 DC4
FW_2000_KH 19417406
FW_15000_01_B1.DC4
FW_ 1500001 B3_DC4
FW_ 1500002 B1.DC4
FW_1500D_02 B3 DC4

FW_3140D_01_B1_DC4

0
<1
>
]
=
@

FW_3140D_02_B1_DC4

e Dang fix 16i phan quyén role trong secrets

02-04-2025

TENANT

kh1

SITE

Lab-
Q2

Lab-
Q2

FPT-

HCM

FPT-
HCM

FPT-
HCM

FPT-
HCM

FPT-
HCM

FPT-
HCM

FPT-
HCM

FPT-
HCM

FPT-
HCM

LOCATION

DC4

DC4

DC4

DC4

DC4

DC4

DC4

DC4

DC4

RACK

Rack-1

Rack-2

B2

B2

B3

B1

B3

B1

B3

B1

B1

ROLE

Server-Dell

Server-Dell

SW_Core

SW_Core

FW_200D

Firewall

Firewall

Firewall

Firewall

Firewall

Firewall

MANUFACTURER

Server_Dell

Server_Dell

Juniper

Juniper

Firewall_Fotigate

Firewall_Fotigate

Firewall_Fotigate

Firewall_Fotigate

Firewall_Fotigate

Firewall_Fotigate

Firewall_Fotigate

TYPE

RG620

X523-TY3
2u 4
NODE

FTG_200D

% Configure Table

IP ADDRESS
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w ¥ 0 5 =

¢ administrator

Admi
- IFAM > Service
IPAM > Service Template
IPAM > VLAN
IPAM > VLAN Group
IPAM > VRF
Netbox-secrets > Secret
Assignment
IPAM
Groups
Users minh  x
Constraints
Constraints [{"role_name__in": ["ipmi"]}]
Admin
Y
nvalid filter for <class 'netbox_secrets.models.secrets. SecretRole'=: Cannot resclve keyword ‘role’ into

field 0ic xmark t
ast_updated, n,

ated, custom_field_data, description, id, journal_entries,
ged_items, tags

JSON expression of a queryset filter that will return only permitted objects. Leave null to match all
abjects of this type. A list of multiple objects will result in a logical OR operation

o -

E ol & O &% 2024-09-00 04:50:12 UTC - netbox2 (v4.0.9)

e Add user 'minh' véi permission devicel : giéi han site "Lab Q2" va "FPT-HCM"
secretl : véi role "ipmi"
secretkeyl : full quyén

Users users.user:7

User minh

User
User Assigned Groups
Username minh None
Full Name —
Assigned Permissions
Email —
devicel
Account Created 2024-08-19
secret]
Last Login 2024-09-16 01:49
secretkeyl
Active v
Staff ®
Superuser x
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Permissions users.objectperm:

Permission device1l

Permission
Permission Object Types
Name devicel DCIM | device
Description -
Assigned Users
Enabled e
minh
Actions
Assigned Groups
View v
None
Add v
Change x
Delete x
Constraints
[
{
“site_id_in": [
3.
12
1
T
1
e Phan quyén role "ipmi" user xem dugc
w ¥ @ 2
® minh
Use
AasEL 1ay -
Height 1.0U
Config Template —
Weight —
Devices Custom Fields
Front Rear
#* Plugins Physical CPU Cores @ —_
; B Download SVG B Download SVG
2 Admin Memory @ —
Tags
No tags assig ed
Comments
10.80.111.21
Virtual Device Contexts
Secrets
Name Role Secret
ipmi admin wEEmmmmEs n
root admin FEmmmmE= u
ipmi ipmi 1 @ a
+ Add Secret

Eae Wl 0
e Phan quyén role ‘admin ' user khéng xem dugc

netbox?2 (v4.0.9)
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£

@ 0 9

192.168.69.136

e Minh
. User
AssEL 1ay -
Height 1.0U
Config Template —
Weight —
Devices Custom Fields
Front Rear
* Plugins Physical CPU Cores @ —
B Download SVG B Download SVG

2 Admin Memory @ -

Tags

No tags assigned

Comments

10.80011.21

Virtual Device Contexts

Secrets

Name Role Secret

ipmi admin ~ FEEEEEEs u
root admin = = F¥EFEEEx

ipmi ipmi  wwmseess u

+ Add Secret

Eaéed o Qb

Lugc su

#1 - 09-09-2024 11:49 - Minh Pham
- Tép tin clipboard-202409091148-igrwp.png dugc thém
- Tép tin clipboard-202409091148-tk9y5.png dugc thém

- M6 ta cap nhét

#2 - 09-09-2024 11:51 - Minh Pham
- Tap tin clipboard-202409091151-rzosp.png dugc thém

- M6 td cdp nhét

#3 - 09-09-2024 11:51 - Minh Pham
- Hét han thay déi tir 01-09-2024 t&i 15-09-2024

#4 - 16-09-2024 08:59 - Minh Pham

- Tap tin clipboard-202409160851-gmsap.png dugc thém
- Tép tin clipboard-202409160851-9qloe.png dugc thém
- Tép tin clipboard-202409160853-zpw9h.png dugc thém
- Tép tin clipboard-202409160854-i8cgl.png dugc thém

- M6 ta cdp nhéat

#5 - 16-09-2024 09:00 - Minh Pham
- Tap tin clipboard-202409160859-1j110.png duoc thém

- M6 ta cap nhét
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#6 - 16-09-2024 09:00 - Minh Pham

- M6 ta cdp nhéat

#7 - 16-09-2024 09:02 - Minh Pham

- M6 ta cdp nhéat

#8 - 16-09-2024 09:03 - Minh Pham

- M6 ta cdp nhéat

#9 - 16-09-2024 09:03 - Minh Pham
- Trang thai thay ddi tir In Progress t&i Closed

Tap tin

clipboard-202409091148-igrwp.png
clipboard-202409091148-tk9y5.png
clipboard-202409091151-rzosp.png
clipboard-202409160851-gmsap.png
clipboard-202409160851-9qgloe.png
clipboard-202409160853-zpw9h.png
clipboard-202409160854-i8cgl.png
clipboard-202409160859-1j110.png

02-04-2025

113 KB
124 KB
111 KB
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78,3 KB
49,8 KB
53,7 KB
37,8 KB

09-09-2024
09-09-2024
09-09-2024
16-09-2024
16-09-2024
16-09-2024
16-09-2024
16-09-2024
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