TAI LIEU TRAEFIX PROXY

Traefik 14 mot Reverse-proxy doi méi, va ciing 1a load balancer dé lam cho viéc deploy hé
thdng microservice dugc try 18n dé dang hon. Tich hop rat nhiéu cac thanh phan infrastructure
nhu Docker, Swarm mode, Kubernetes, Marathon, Consul, Etcd, Rancher, Amazon ECS... Va
tinh ty dong 13 diém quan trong nhat trong céc config véi traefik.

Traefik Proxy co6 cac tinh nang quan trong nhu:

e Dynamic Configuration: Traefik Proxy c6 kha ning ty dong phét hién va ciu hinh céc
backend (tng dung va dich vu) thong qua cic co ché kham pha ty dong nhu Docker,
Kubernetes, va Mesos. Diéu ndy gilp giam sy phu thuéc vao cau hinh tha céng va gidp
tu dong hoa viéc quan ly luu lugng truy cap.

e Load Balancing: Traefik Proxy cung cap tinh ning can bang tai tu dong giira cac backend
khac nhau. N6 s& phan phéi luu luong truy cap dén cac phién ban ¢ng dung hoat dong va
ty dong loai bo cac phién ban bi 15i.

e SSL/TLS Termination: Traefik Proxy hd trg chim dut SSL/TLS (SSL/TLS termination),
cho phép n6 xir Iy yéu cau HTTPS tir clients va giao tiép véi cac backend bén trong bang
HTTP. Piéu nay giup don gian héa qua trinh cdu hinh SSL/TLS va giam tai cho céc
backend.

e HTTP Routing: Traefik Proxy cho phép ban ciu hinh cac quy tic dinh tuyén HTTP linh
hoat dua trén théng tin nhu tén mién, duong dan URL, tiéu d& HTTP, va nhiéu thuoc tinh
khac. Piéu nay cho phép diéu huéng yéu cau HTTP dén cac backend tuong Gng.

1. Cau hinh Consul Cluster
a. Tim hiéu Consul

Consul 1a mét cong cu ma nguon mé duoc phat trién boi HashiCorp, duoc st dung dé quan 1y va

kham phé dich vu trong mot méi trudng phan tan. Consul cung cép cac tinh ning quan trong nhu

service discovery, health checking, key-value store va can bang tai.
b. C&c bién tién hanh cau hinh Consul cluster

Chuan bi:

e May chii: Can c6 it nhat 3 may cha (c6 thé ting hodc giam tuy theo yéu cau) dé cai dat Consul
Cluster. Trong vi du nay, chung ta st dung 3 may chu véi cac dia chi IP sau day:
10.80.105.102 (may chu 1)
10.80.105.105 (may chu 2)
10.80.105.106 (may chu 3)

Thuc hién cac Iénh sau:

curl -fsSL https://apt.releases.hashicorp.com/gpg | sudo apt-key add -

apt-add-repository "deb [arch=amd64] https://apt.releases.hashicorp.com $(Isb_release - c¢s)
main"

apt-get update && sudo apt-get install consul

waget https://releases.hashicorp.com/consul/1.8.0/consul_1.8.0_linux_amd64.zip

groupadd --system consul



o useradd -s /shin/nologin --system -g consul consul

o chown -R consul:consul /var/lib/consul /etc/consul.d
o chmod -R 775 /var/lib/consul /etc/consul.d

o unzip consul_<version>_linux_amd64.zip

o cp consul /usr/local/bin/

Lueu ¥ rang: file consul_<version>_linux_amd64.zip phdi nam trong thw muc /etc/consul.d

Cau hinh hostname va IP ctia consul member trong file /etc/hosts dam bao ping thiy nhau bang
hostname:

e nano /etc/hosts

Tao keygen chiing thuc cho consul member, chi tao trén 1 node duy nhét va bat ki node nao

e consul keygen
e Luu lai key nhan duoc dé add vao file config.json

Cau hinh file config.json

e nano /etc/consul.d/config.json
{
"advertise_addr": "10.80.105.102",
"bind_addr": "10.80.105.102",
"bootstrap_expect™: 3,
"client_addr": "0.0.0.0",
"datacenter": "TEST",
"data_dir": "/var/lib/consul",
"domain": "consul",
"enable_script_checks": true,
"dns_config": {
"enable_truncate": true,
"only_passing": true
}

"enable_syslog": true,



"rejoin_after_leave

"retry_join": [
"s3-gwl",
"s3-gw2",
"s3-gw3"

1

"'server": true,

"start_join™: [
"s3-gwl",
"s3-gw2",
"s3-gw3"

1

ul'': true

¥

Tao consul systemd service

: true,

e nano /etc/systemd/system/consul.service
[Unit]
Description=Consul Service Discovery Agent
Documentation=https://www.consul.io/
After=network-online.target
Wants=network-online.target
[Service]
Type=simple
User=consul
Group=consul
ExecStart=/usr/local/bin/consul agent -config-dir=/etc/consul.d
ExecReload=/bin/kill -HUP $MAINPID
KillSignal=SIGINT

TimeoutStopSec=5



Restart=on-failure
Syslogldentifier=consul
[Install]

WantedBy=multi-user.target
Restart lai services

e systemctl start consul.service

Cac node con lai lam tuong tu.
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2. Cau hinh Traefik két néi provider Consul
a. Cai Service traefik
Download tir site https:/github.com/containous/traefik/releases. Tim diing version can dung.
o tar -zxvf traefik v2.2.0_linux_amd64.tar.gz
e cp traefik /usr/local/bin/
o mkdir /etc/traefik/

b. Céu hinh file traefik.toml vao thu muc /etc/traefik/


https://github.com/containous/traefik/releases

[providers.consul]

endpoints = ["127.0.0.1:8500"]
rootKey = "traefik"
[api]
dashboard = true
insecure = true
[log]
filePath = "/var/log/traefik.log"
[certificatesResolvers.myresolver.acme]
email = "traefik@longvan.net"
storage = "acme.json"
[certificatesResolvers.myresolver.acme.httpChallenge]
[entryPoints]
[entryPoints.web]
address = ":80"
[entryPoints.websecure]
address = ":443"
c. Tao traefik service
nano /etc/systemd/system/traefik.service
[Unit]
Description=Traefik
Documentation=https://docs.traefik.io
After=network-online.target

AssertFilelsExecutable=/usr/local/bin/traefik
[Service]

Type=notify
ExecStart=/usr/local/bin/traefik --consul --consul.endpoint=192.168.69.112:8500



Restart=always
WatchdogSec=1s
ProtectSystem=strict
PrivateTmp=true
ProtectHome=true
PrivateDevices=true
ProtectKernelTunables=true
ProtectControlGroups=true
LimitNPROC=1
[Install]
WantedBy=multi-user.target

3. Quanly KV S3

Tao folder dé chia Key-value cua domain
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Tao folder s& phai c6 dau "/ .
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Tao cac folder theo dung mau quy dinh quan ly: theo file sau



https://app.diagrams.net/#G1HV5FywUu0i40N2kDkzzXyk4VUd 5VMyL
. Custom SSL véi File Providers trén Traefik Proxy
Str dung file SSL Cert cho domain tuwong ng thay vi dung Let's Encrypt
M6 ta: khi client thuc hién request dén Traefik Proxy wng véi domain cua request thi theo file
mo ta .toml s& cip SSL twong tng cac file Certiticate dugc luu trong folder trén Server Traefik
Proxy.
a. Khai bao thém trong file traefik.toml
[providers.file]

#filename = "/etc/traefik/ssl/ssl.toml™

directory = "/etc/traefik/ssl/"  #folder luu file ssl cert

watch = true  #khi upload hay xéa cert file thi s& ty dong cap nhat ma khéng can restart traefik
b. Edit file ssl.toml trong folder /etc/traefik/ssl/

r /e fik/ssl#

File file.s3-gwl.pem duogc goi la File cert va bao gom certificate ssl va key. S& phai luu

dang .pem
File ssl.toml ¢6 c4u hinh nhu sau:
[tls]
[tls.stores]
[tls.stores.default] #tén store luu cert 1a default
[[tls.certificates]] #itng modi domain sé& co block certificates

certFile = "/etc/traefik/ssl/files3.cloud.pem™
keyFile = "/etc/traefik/ssl/files3.cloud.pem”
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

<ListAllMyBucketsResult xmlns="http://s3.amazonaws.com/doc/2806-03-01/">
<Owner:
<IDranonymous</ID>
<DizplayName/>
</Ouner:
<Buckets/>
</fListAllMyBucketsResult:
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