HUONG DAN SU DUNG GUACAMOLE
TAO USER CHO GUACAMOLE

- Truy cap vao web Guacamole d3ng nhap bang user mac dinh guacadmin va
password guacadmin.
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APACHE GUACAMOLE

- Ldc nay Guacamole sé& hién 18n m3a QR code dé ta xac thyc 2FA , & day minh cé
thé dung tién ich Google Authenticator hodc tién ich Authenticator trén trinh
duyét web :
https://chrome.google.com/webstore/detail/authenticator/bhghoamapcdpbohp
higoooaddinpkbai



(O] Switch to Chrome to install extensions and themes Install Chrome
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Authenticator BACKUP YOUR SECRET!
Nle Authenticat DON'T WAIT UNTIL IT'S TOO LATE!

Sau d6 ta tién hanh thém m3 QR vao extension ta da tai vé , sau d6 nhap ma 6 chit s6
trén extension hién ra va tién hanh dang nhap

RECENT CONNECTIONS & guacadmin ~

ALL CONNECTIONS




Man hinh chinh cia Guacamole hién ra, ta tién hanh tao cac user mdi .

GOAc phai, ta chon Setting

RECENT CONNECTIONS & guacadmin -
@ settings
0+ Logout
ALL CONNECTIONS Fites

Ta chon User — chon New User

SETTINGS

2 guacadmin ~
Active Sessions H\'smrvE Groups  Connections  Preferences

Click or tap on a user below to manage that user. Depending on your access level, users can be added and deleted, and their passwords can be changed
£ Naw User

Username ~ Organization Full name Last active
& guacadmin 2023-12-24 15:56:40




Ta chon cac quyén cho User réi nhan SAVE

Ta dién cac théng tin nhu Username — Password , chon Clear OTP dé xac thuc 2FA

EDIT USER

Password: (=

CONFIGURE TOTP

ACCOUNT RESTRICTIONS

Login dissbled:
Pas:

CONNECTIONS

Currert Connecons | Al Conneetions.

= [ET]

& guacadmin -




TAO KET NOI REMOTE DESKTOP

- Tatao cac két néi — chon Setting — Connections — New Connection

Man hinh New Connection hién Ién — dién Name , chon Protocol |a RDP

Phan PARAMETERS — Hostname ta dién IP cila may RDP — Port ta dién Port — Phan
Authentication ta dién Username va Password ciia may Remote — Tich chon Ignore
server certificate néu may khéng cé chirng chi SSL

EDIT CONNECTION

CONCURRENCY LIMITS

Marimum rumber of connections:

Maximum rumber of connections per user: |

LOAD BALANCING

GUACAMOLE PROXY PARAMETERS (GUACD)

PARAMETERS

Network

& admin -

& admin -




Kéo xudng dudi ta chon Device Redirection — Tich chon Enable Drive — Enable Drive
Name dién tén cda thuw muc dé map vao két n6i RDP — Phan Drive Path , ta tao thu muc
trong mdy Guacamole roi ta dién vao 6 nay

Phan Screen Recording - Recording path ta dién ${HISTORY_PATH} - Recording name ta
dién S{HISTORY_UUID} - Automatically create recording path tich chon — Sau d6 ta nhan
Save

Device Redirection

Performance

Disabe giyph cacking.
RemoteApp

Pragram
Working disectory

Preconnection BLOB (VM 1)

Load Balancing

Load balance irfo/cookie:




TAO KET NOI SSH

- Tatao cac két néi — chon Setting — Connections — New Connection

SETTINGS

Active sessions  History  Users G-.\-u»m-ler'\.e\
e o that or X

& admin ~

- Phan Name ta dién tén tuy y — Protocol ta chon SSH — Phan Parameters Network —
Ta dién Hostname hodc IP ctia mdy can SSH — dién Port clla may

- Phan Authentication — Username ta dién User — Password ta dién hodc ta cé thé
dién Private Key

EDIT CONNECTION & admin -




Phan Screen Recording - Recording path ta dién S{HISTORY_PATH} - Recording name ta
dién S{HISTORY_UUID} - Automatically create recording path tich chon — Sau d6 ta nhan
Save

Phan SFTP ta chon Enable SFTP — File browser root directory : ta dién dudng dan thuw
muc SFTP cho user.

Nhan SAVE dé lvu lai

Screen Recording

Recording path: [siHISTORY_PATH) |

Recording name: [s{HISTORY_UUID} |

Exclude graphics/streams:

Exclude mouse:

Include key events:

Automatically create recording path:

SFTP

Enable SFTP:

File browser root directory: | froot’SSH

Disable file download:
Disable file upload:




PHAN QUYEN CAC KET NOI CHO USER

GOAc phai, ta chon Setting — Chon User — Sau d6 ta chon cac User

SETTINGS 2 admin

JUS— Goupe Comectiors e P —

o=
Username Onganization Full rame Last active T Logoun

RN A

Phan CONNECTIONS — ta chon céc két ndi ma ta cho phép USER truy cdp vao, xong nhan
SAVE

Lam tuong tu cho cac USER con lai

Két qua :

¥

User Test RDP chi vao dc RDP User TestSSH chi vao dc SSH






