HUONG DAN CAlI DAT GUACAMOLE

I. Chuanbi:
1. CAau hinh t6i thiéu 4GB Ram, 1 CPU, 30GB Disk
Il. Cac buédrc cai dat :

- Phan 1 : Cai Dat Guacamole Server

Buwéc 1 : Cai dit cac goi ho tro cho Guacamole bang lénh :
sudo apt install build-essential libcairo2-dev libjpeg-turbo8-dev \
libpng-dev libtool-bin libossp-uuid-dev libvncserver-dev \
freerdp2-dev libssh2-1-dev libtelnet-dev libwebsockets-dev \
libpulse-dev libvorbis-dev libwebp-dev libssl-dev \
libpangol.0-dev libswscale-dev libavcodec-dev libavutil-dev \
libavformat-dev -y

root@guacaﬁo1e ~# sudo apt.1nata11 build-essential Libcairo2-dev Libjpeg-turbog-dev %
libpng-dev libtool-bin libossp-uuid-dev libwncserver-dewv %
freerdp2-dev 1libssh2-1-dev libtelnet-dev 1ibwebsockets-dev \

libpulse-dev libvorbis-dev libwebp-dev 1libss1l-dev \
libpangol.0-dev libswscale-dev libavcodec-dev Libavutil-dev %
Libavformat-dev

Buwdc 2 : Tién hanh download Souce Code cia Guacamole dé cai dat:

Download bang lénh :

wget https://downloads.apache.org/guacamole/1.5.3/source/guacamole-server-
1.5.3.tar. gz

>]  1.05M  8O6KB/s

Bwdc 3 : Giadi nén tép va truy cdp vao thw mucchiané :
Giai nén bang lénh :

tar -xvf guacamole-server-1.5.3.tar.gz

cd guacamole-server-1.5.3

root@guacamole:~# tar -xvf guacamole-client-1.5.3.tar.gz
guacamole-client-1.5.3/
guacamole-client-1.5.3/guacamole-common/
guacamole-client-1.5.3/guacamole-common/src/

guacamole-client-1.5.3/guacamole-common/src/test/
guacamole-client-1.5.3/guacamole-common/src/test/java/
guacamole—client—l.d 3fguacamole—commonfsrcftES /iavajorg/
guacamole—client—1.J.3fguacamnle—commnnfsrcftestfjavaforgfapacheﬁ




root@guacamole:~# cd guacamole-client-1.5.3/

root@guacamole:~/guacamole-client-1.5.3# |]

Budc 4 : Tién hanh Build Guacamole Server bang file d3 download vé :
Lénh:
.Jconfigure --with-init-dir=/etc/init.d --enable-allow-freerdp-snapshots

make

make install

root@guacamole:~/guacamole-server-1.5.3# ./configure --with-1init-dir=/etc/init.d --enable-allow-freerdp-snap
make

whether build environment 1
for a race-free mkdir -p...
for gawk... gawl
whether make sets §
whether m
whether make supports n d v
4-pc-linux-gnu
54-pc-1inux-gnu

Budc 5 : Tién hanh cip nhat lai Systemd:
Ldconfig
systemctl daemon-reload

rnnt@guacamole:wfguacamolé—server—1.5.3# ldconfig
root@guacamole:~/guacamole-server-1.5.3# systemctl daemon-reload
root@guacamole:~/qguacamole-server-1.5.3# |]

Budc 6 : Tién hanh khéi dong Guacamole :
systemctl start guacd && systemctl enable guacd

temctl start guac
cting to s

Executing: /L1 -install enable guacd



- Phan 2 : Cai dat giao dién Web cho Guacamole

Budc 1 : Cai Pt Apache Tomcat bang |énh :

apt install tomcat9 tomcat9-admin tomcat9-common tomcat9-user -y

Lled:
common 1ibapri libeclipse-jdt-core-java liblems2-2 libpcsclitel libtcnative-1 libtomcats-java openjdk-11-jre-headless

cs tomcat9-examples

common 1ibapri libeclipse-jdt-core-java liblems2-2 libpcsclitel libtcnative-1 libtomcata-java openjdk-11-jre-headless tomcatd tomcats-admin tomcats-common

6 not upgraded.

[159 kel
a . ubuntul [19.8 kB]
Get:d htt, _archive.ubuntu. con/ubuntu y E -jre- d6d 11.0.21+9-Bubuntul~22.04 [d2.5 MB]

Budc 2 : Cai bat Guacamole Client :

Download Guacamole Client bang lénh :
wget https://downloads.apache.org/guacamole/1.5.3/binary/guacamole-1.5.3.war

Budc 3 : Di chuyén Guacamole Client sang thu muc ctia Tomcat bang Iénh :
sudo mv guacamole-1.5.3.war /var/lib/tomcat9/webapps/guacamole.war

Budc 4 : Khdi dong lai dich vu Guacamole va Apache Tomcat bang |&énh :
systemctl restart tomcat9 guacd

L4c nay d3 cé thé truy cp dwoc vao Web clia Guacamole bang :
http://ip:8080/guacamole , nhung chua thé ddng nhap do chuwa cé Database
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DE b thé truy cap vao Guacamole truc ti€p ma khong can gd /guacamole dang sau , ta
thyc hién nhu sau :

Budc 1 : Ngung cac dich vu clia Tomcat lai bang 1énh :
systemctl stop tomcat9

Budrc 2 : Truy cap vao thu muc clia Tomcat9 bang lénh

cd /var/lib/tomcat9/webapps/

Budc 3 : X6a 2 thw muc Guacamole va thu muc ROOT bang Iénh :
rm -rf guacamole && rm -rf ROOT

Budc 4 : D6i tén file guacamole.war thanh ROOT.war bang |énh :
mv guacamole.war ROOT.war

Budc 5 : Khdi dong lai dich vu Tomcat9 :

Systemctl start tomcat9

Truy cap lai bang dia chi IP va port da thanh cong
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- Phan 3 : Cai dat Database va Plugins

Budc 1 : Tao thu muc (extensions,lib) cho phan Iwu cdu hinh va cac tién ich cho
Guacamole:

mkdir -p /etc/guacamole/{extensions,lib}

Budc 2 : Cai dat MariaDB dé tao Database lwu User cho Guacamole :
apt install mariadb-server

Budc 3 : Tién hanh cau hinh MariaDB dé ciu hinh cho Guacamole :
C4au hinh bdo méat ban dau cho MariaDB bang Iénh :
mysqgl_secure_installation

- MariaDB yéu cdu nhap Password hién tai, do ta mdi cai dat SQL nén ta sé nhan
Enter

root@guacamole: /var/lib/tomcat9/webapps# mysql _secure_installation

MOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you'wve just installed MariaDB, and
haven't set the root password yet, you should just press enter here.

Enter current password for root (enter for none): |}

Phannaytagd N.

You already have your root account protected, so you can safely answer 'n

Phan nay ta gd Y dé tién hanh thay déi password cua root:

Change the root password? [¥/n] y
New password:
Re-enter new password:

Password updated
Reloadi privile




C4c phan tiép theo ta gd Y dé cai dat

By default, a MariaDE installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user accoumt created for
them. This is intended only for testing, and to make the imstallation

go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users?

Mormally, root should only b to connect from 'localhost®. This

e &
ensures that someone cannot gu the root password from the network.

Disallow root login remotely? [Y/n] v
c 51

By default, MarialDE comes with a database named 'test®' that anyone can
access. This 1is also intended only fer testing, and should be removed
before moving into a production environment.

Remove test database and access to 1t? [Y/n] ¥
- Dropping test datab -

Reloading the privilege tables will ensure that all changes
will take effect immediately.

?[Y/mn] ¥y

Cleaning up...

A1l done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Nhu vay da ciu hinh xong cai dat co ban cho SQL
Budc 4 : Download MySQL Connector/J (Java Connector) va guacamole-auth-jdbc dé
c6 thé két nGi va luu trir Database cdia Guacamole vao MariaDB:

cd

wget https://downloads.apache.org/guacamole/1.5.3/binary/guacamole-auth-jdbc-
1.5.3.tar.gz

wget https://cdn.mysqgl.com//Downloads/Connector-J/mysql-connector-j-8.2.0.tar.gz




Budc 5 :

- Giai nén file mysql-connector-j-8.2.0.tar.gz va copy vao thu muc
/etc/guacamole/lib/

tar -xf mysql-connector-j-8.2.0.tar.gz mysql-connector-j-8.2.0/
sudo cp mysql-connector-j-8.2.0/mysql-connector-j-8.2.0.jar /etc/guacamole/lib/

- Giai nén file guacamole-auth-jdbc-1.3.0.tar.gz va copy vao thu muc
/etc/guacamole/extensions

tar -xf guacamole-auth-jdbc-1.5.3.tar.gz

mv guacamole-auth-jdbc-1.5.3/mysql/guacamole-auth-jdbc-mysql-1.5.3.jar
/etc/guacamole/extensions/

Budc 6 : Ddng nhap vao MySQL bang user root:
mysql -u root -p
Nhap mét khau user root cia Maria d3 tao & trén

root@guacamole:~# mysgl -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or Ag.
Your MariaDB conmection id is 46

Server version: 10.6.12-MariaDB-fubuntud.22.084.1 Ubuntu 22.04

Copyright (c) 2008, 2018, Oracle, MariaDE Corporation Ab and others.

Type 'help;" or *%h" for help. Type *“c® to clear the current input statement.

MariaDB [(none)]= ]

- Tao Database cho Guacamole
CREATE DATABASE guacamole_db;
CREATE USER 'guacamole_user'@'localhost' IDENTIFIED BY 'password’;

GRANT SELECT,INSERT,UPDATE,DELETE ON guacamole_db.* TO
'guacamole_user'@'localhost’;

FLUSH PRIVILEGES;

quit
Thay d6i password thanh password ca ban



Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;® or *“h* for help. Type "\c" to clear the current input statement.

MariaDB [(none)]= CREATE DATABASE guacamole dbj;

Query 0K, 1 ffected (0.002 sec)

MariaDB [(none)]= CREATE USER "guacamole_user'@'localhost' IDENTIFIED BY °123456
Query 0K, @ rows affected (0.002 sec)

Mari [(none)]>= GRANT SELECT,INSERT,UPDATE,DELETE ON guacamole_db.* TO ‘guacamole_user@'localhost”
Query 0K, 0 rows affected (0.801 sec)

MariaDB [(none)]= FLUSH PFEI'-;’ILEGEE‘;I
Truy cdp vao thu muc guacamole-auth-jdbc-1.5.3/mysql/schema/ :

cd guacamole-auth-jdbc-1.5.3/mysql/schema/

root@guacamo guacamole-auth-jdbc

root@guacamo amole-auth-jdbc-1.5

Nhép cac tép SQL vao co s& dit lieu MySQL :
cat *.sgl | mysqgl -u root -p guacamole_db

nhap mat khau user root cia MariaDB

ant@éuacamnlE:mféuacamnle-auth-jdb:-l.5.3fmy5q1fschema# cat *.sql mysql -u root -p guacamole db
Enter password:

root@uacamole:~/guacamole-auth-jdbc-1.5.3/mysql/schema# |



Buwdc 7 : Tao file Properties cho Guacamole :
nano /etc/guacamole/guacamole.properties

Copy cac cau hinh & day, thay thé [password] bang mat khau clia guacamole_user mdi
ma ban d3 tao cho co s& dit liéu & trén.

# MySQL properties
mysgl-hostname: 127.0.0.1
mysql-port: 3306

mysql-database: guacamole_db
mysgl-username: guacamole_user

mysgl-password: [password]

GNU nano 6.2

mysql-port: 3306
mysql-database: guacamole db

mysql-username: guacamole user
mysql-password: 12345678

Budc 8 : Khéi ddng lai tat ca cac dich vu SQL , Tomcat9, Guacd
systemctl restart tomcat9 guacd mysq|

root@guacamole:~/guacamole-auth-jdbc-1.5.3/mysgl/schema# systemctl restart tomcat9 guacd mysqgl

root@guacamole:~/guacamole-auth-jdbc-1.5.3/mysgl/schema# [J



Phan 4 : Cai dat cac Extension cho Guacamole

Buwdc 1 : Download cac tép extension cho Guacamole

TOTP :

wget https://downloads.apache.org/guacamole/1.5.3/binary/guacamole-auth-totp-
1.5.3.tar.gz

Session recordings :

wget https://downloads.apache.org/guacamole/1.5.3/binary/guacamole-history-
recording-storage-1.5.3.tar.gz

Gidi nén céc file d3 down vé :

tar -xf guacamole-auth-totp-1.5.3.tar.gz

tar -xf guacamole-history-recording-storage-1.5.3.tar.gz

=]  4.69M 1.55MB/s in 3.5

>] 15.52K 80.6KB/s in 0.2s
_recording-storage-1.5.3.tar.gz" sav
root@guac a auth-totp- tar.gz

root@guac
root@guac

Copy cac file vira giai nén sang thu muc /etc/guacamole/extensions :

mv guacamole-auth-totp-1.5.3/guacamole-auth-totp-1.5.3.jar
/etc/guacamole/extensions/

mv guacamole-history-recording-storage-1.5.3/guacamole-history-recording-storage-
1.5.3.jar /etc/guacamole/extensions/

mv guacamole-auth-totp-1.5.3/guacamole-auth-totp-1.5.3.jar /etc/quacamole/extensions/
mv guacamole-history-recording-storage-1.5.3/guacamole-history-recording-storage-1.5.3.jar /etc/guacamole/extensions/

Khai dong lai dich vu :
systemctl restart tomcat9 guacd mysql

rnnt@guacamule:w# systemctl restart tomcat9 guacd mysqgl

root@guacamole:~# |




Phan 5 : HUONG DAN CAI DAT GHI LAl MAN HINH
THAO TAC SSH VA RDP

Buwdc 1 : Tién hanh tao thu muc va phan quyén cho user Guacamole va Tomcat dé cé thé
doc ghi :

mkdir -p /var/lib/guacamole/recordings

Phan quyén cho thu muc

chown guacamole:tomcat /var/lib/guacamole/recordings
chmod 2750 /var/lib/guacamole/recordings

St dung lénh : Is -Id /var/lib/guacamole/recordings dé check xem d3a phan quyén dung
chua

root@guacamole:~# chown guacamole:tomcat /var/lib/guacamole/recordings
root@guacamole:~# chmod 2750 svar/lib/guacamole/recordings
root@guacamole:~# 1ls -1d ,uar,11b,guacamo1e,recurd1nga

drwxr-s--- 2 guacamole tomcat 4096 Dec 24 14:59
root@guacamole:~# |

Vao Setting — Connection — Chon Connection da tao

SETTINGS & admin ~
NtweSesons  Hisory  Users  Groups preereces
Click of tap on a connection below to manage that connection. Depending on your access level, connections can be added and deleted, and their properties (protocol, hostname, port, ete_| can be changed.




Phan Screen Recording — Recording path ta gd S{HISTORY_PATH} — Recording name ta go
S{HISTORY_UUID} - Tich chon Include key events va Automatically create recording path

Screen Recording

Recording path: | ${HISTORY_PATH}
Recording name: | ${HISTORY_UUID}

Exclude graphics/streams:

Exclude mouse:

Exclude touch events:

Include key events:

8 ajl

Automatically create recording path:

Két qua
Phan Setting — History da hién phan View dé ta c6 thé xem lai

SETTINGS & xdmin -







Phan két : D3 vao dwoc Web Guacamole
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